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() Privacy Act request. A request from
an individual for notification as to the
existence of, access to, or amendment
of records pertaining to that indi-
vidual. These records must be main-
tained in a system of records. The re-
quest must indicate that it is being
made under the Privacy Act to be con-
sidered a Privacy Act request.

(m) Record. Any item, collection, or
grouping of information about an indi-
vidual that is maintained by DLA, in-
cluding, but not limited to, the individ-
ual’s education, financial transactions,
medical history, and criminal or em-
ployment history, and that contains
the individual’s name, or the identi-
fying number, symbol, or other identi-
fying particular assigned to the indi-
vidual, such as a finger or voice print
or a photograph.

(n) Risk assessment. An analysis con-
sidering information sensitivity,
vulnerabilities, and the cost to a com-
puter facility or word processing activ-
ity in safeguarding personal informa-
tion processed or stored in the facility
or activity.

(0) Routine use. The disclosure of a
record outside DoD for a use that is
compatible with the purpose for which
the information was collected and
maintained by DoD. The routine use
must be included in the published sys-
tem notice for the system of records in-
volved.

(p) Statistical record. A record main-
tained only for statistical research or
reporting purposes and not used in
whole or in part in making determina-
tions about specific individuals.

(g) System of Records. A group of
records under the control of a DLA ac-
tivity from which information is re-
trieved by the individual’s name or by
some identifying number, symbol, or
other identifying particular assigned to
the individual. System notices for all
Privacy Act systems of records must be
published in the FEDERAL REGISTER.

§323.4 Responsibilities.

(a) Headquarters Defense Logistics
Agency.

(1) The Staff Director, Corporate
Communications, DLA Support Serv-
ices (DSS-C) will:

(i) Formulate policies, procedures,
and standards necessary for uniform
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compliance with the Privacy Act by
DLA activities.

(ii) Serve as the DLA Privacy Act Of-
ficer and DLA representative on the
Defense Privacy Board.

(iii) Maintain a master registry of
system notices published by DLA.

(iv) Develop or compile the rules, no-
tices, and reports required under this
part.

(v) Establish training programs for
all individuals with public affairs du-
ties, and all other personnel whose du-
ties require access to or contact with
systems of records affected by the Pri-
vacy Act. Initial training will be given
to new employees and military mem-
bers upon assignment. Refresher train-
ing will be provided annually or more
frequently if conditions warrant.

(2) The General Counsel, DLA (DLA-
GC) will:

(i) Serve as the appellate authority
for denials of individual access and
amendment of records.

(i) Provide representation to the De-
fense Privacy Board Legal Committee.

(iii) Advise the Defense Privacy Of-
fice on the status of DLA privacy liti-
gation.

(3) The DLA Chief Information Office
(J-6) will formulate and implement
protective standards for personal infor-
mation maintained in automated data
processing systems and facilities.

(b) The Heads of DLA Primary Level
Field Activities (PLFAs) will:

(1) Ensure that the collection, main-
tenance, use, or dissemination of
records of identifiable personal infor-
mation is in a manner that assures
that such action is for a necessary and
lawful purpose; that the information is
timely and accurate for its intended
use; and that adequate safeguards are
provided to prevent misuse of such in-
formation.

(2) Designate a Privacy Act Officer to
serve as the principal point of contact
on privacy matters.

(3) Ensure the internal operating pro-
cedures provide for effective compli-
ance with the Privacy Act.

(4) Establish training programs for
all individuals with public affairs du-
ties, and all other personnel whose du-
ties require access to or contact with
systems of records affected by the Pri-
vacy Act. Initial training will be given
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to new employees and military mem-
bers upon assignment. Refresher train-
ing will be provided annually or more
frequently if conditions warrant.

[DLAR 5400.21, 51 FR 33595, Sept. 22, 1986, un-
less otherwise noted. Redesignated at 56 FR
57803, Nov. 14, 1991, as amended at 66 FR
41781, Aug. 9, 2001]

§323.5 Procedures.

(@) Individual access. (1) The access
provisions of this part are intended for
use by individuals whose records are
maintained in systems of records. Re-
lease of personal information to indi-
viduals under this part is not consid-
ered public release of information.

(2) Individuals will address requests
for access to personal information
about themselves in a system of
records to the system manager or to
the office designated in the system no-
tice. Before being granted access to
personal data, an individual may be re-
quired to provide reasonable
verification of his or her identity. Iden-
tity verification procedures will be
simple so as not to discourage individ-
uals from seeking access to informa-
tion about themselves; or be required
of an individual seeking access to
records which normally would be avail-
able under 32 CFR part 1285 (DLAR
5400.14).

(i) Normally, when individuals seek
personal access to records pertaining
to themselves, identification will be
made from documents that normally
are readily available, such as employee
and military identification cards, driv-
er’s license, other licenses, permits, or
passes used for routine identification
purposes.

(ii) When access is requested by mail,
identity verification may consist of the
individual providing certain minimum
identifying data, such as full name,
date and place of birth, or such other
personal information necessary to lo-
cate the record sought. If the informa-
tion sought is sensitive, additional
identifying data may be required. If no-
tarization of requests is required, pro-
cedures will be established for an alter-
nate method of verification for individ-
uals who do not have access to notary
services, such as military members
overseas.

32 CFR Ch. | (7-1-03 Edition)

(3) If an individual wishes to be ac-
companied by a third party when seek-
ing access to his or her records or to
have the records released directly to a
third party, the individual may be re-
quired to furnish a signed access au-
thorization granting the third party
access. An individual will not be re-
fused access to his or her record solely
for failure to divulge his or her social
security number (SSN) unless it is the
only method by which retrieval can be
made. The individual is not required to
explain or justify his or her need for
access to any record under this part.

(4) Disclose medical records to the in-
dividual to whom they pertain, even if
a minor, unless a judgment is made
that access to such records could have
an adverse effect on the mental or
physical health of the individual. Nor-
mally, this determination will be made
in consultation with a medical doctor.
If it is determined that the release of
the medical information may be harm-
ful to the mental or physical health of
the individual, send the record to a
physician named by the individual and
in the transmittal letter to the physi-
cian, explain why access by the indi-
vidual without proper professional su-
pervision could be harmful (unless it is
obvious from the record). Do not re-
quire the physician to request the
records for the individual. If the indi-
vidual refuses or fails to designate a
physician, the record will not be pro-
vided. Such refusal of access is not con-
sidered a denial for reporting purposes.

(5) Requests by individuals for access
to investigatory records pertaining to
themselves and compiled for law en-
forcement purposes are processed under
this part or 32 CFR part 1285 depending
on which part gives them the greatest
degree of access.

(6) Certain documents under the
physical control of DoD personnel and
used to assist them in performing offi-
cial functions, are not considered
‘“‘agency records’ within the meaning
of this part. Uncirculated personal
notes and records that are not dissemi-
nated or circulated to any person or or-
ganization (for example, personal tele-
phone lists or memory aids) that are
retained or discarded at the author’s
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